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EXECUTIVE SUMMARY

The Chinese Communist Party is carrying out
a systematic campaign to destroy the Uyghur
people through what can be understood as
technogenocide: the use of advanced digital
technologies to enable

mass repression,

cultural erasure, and social control at
unprecedented scale. This campaign relies on
constant surveillance, predictive policing,
forced assimilation, and the criminalization of
everyday life. Technology is not incidental to
these abuses; it is their enabling infrastructure.
Since 2017, more than one million Uyghurs
have been detained, millions more subjected to
forced labor, family separation, religious
repression, and invasive population control. At
the core of this system is a dense surveillance
architecture combining facial
data spyware,

artificial intelligence—driven predictive policing.

recognition,

biometric collection, and
These tools allow authorities to flag individuals
as “suspicious” based on routine behaviors
such as prayer, travel, communication
patterns, or device usage, often without any
human decision-maker involved. Central to
this system is the Integrated Joint Operations
Platform (IJOP), an Al-powered policing and
data that  aggregates

information cameras, checkpoints,

fusion  platform
from
mobile phones, government databases, and
home visits. The IJOP automatically assesses

“risk” and prompts detention, interrogation, or

“re-education,” transforming civilian
governance into a militarized system of
preemptive control. This represents a

fundamental shift in how repression is carried
out: from punishing acts to policing identity,
belief, and potential future behavior.

This report finds that China’s technogenocide
of the Uyghurs has been enabled by three
critical inputs: digital components, hardware,
and know-how, many of which originate in or
are supported by Western technology
ecosystems. U.S. and allied companies have
provided cloud computing services, advanced
microchips, software tools, investment capital,
research partnerships, and talent pathways that
Chinese entities use to build, train, and scale
surveillance systems in Xinjiang. Existing
export controls have failed to address these
forms of enablement, particularly with respect
digital services, and
Without

accountability

to cloud computing,

intangible technology transfers.

urgent regulatory reform,

mechanisms, and  human-rights-centered
technology governance, technogenocide risks
becoming a durable and exportable model of
repression. This report calls for immediate
action to close regulatory gaps, restrict
technologies used in mass surveillance and
repression, and ensure that Western technology

1s not complicit in crimes against humanity.




INTRODUCTION

The Uyghur people, a Turkic, predominantly
Muslim ethnic group, have been subjected to
the  most sophisticated technological
oppression in the world. With a population
nearing 12 million, the Uyghurs reside in the
Xinjiang Uyghur Autonomous Region of
China, known to Uyghurs as East Turkestan.'
Differences in the region’s terminology
highlight the historic tension between the
People’s Republic of China and the Uyghur
people over who holds claim to the territory.
For more than two centuries, China has
maintained a colonial relationship with the
Uyghurs, yet Uyghur culture continued to
thrive and resist assimilation into the 2Ist
century.” However, Chinese policies began to
intensify in the late 1990s after the government
launched its “Strike Hard” campaign against
the “three evils” of terrorism, extremism, and
separatism.’ The Chinese state capitalized on
the moment by equating the “expressions of
Uyghur identity, including language, culture,
religion” and their “aspirations for

independence” to the very substance of the

and

three evils. This characterization partnered
with increased securitization in the early 2000s,
laid the foundation for the PRC to initiate a
methodology of ethnic cleansing.

In 2014, China released its fourth “Strike
Hard” campaign explicitly aimed to curb
violent extremism.” Under the falsehood of
counterterrorism, the CCP enacted a host of
assimilationist and carceral policies designed to

completely transform the region’s
demographics, culture, geography and
economy. In the years following, China

developed a system of mass surveillance, where
cameras, police checkpoints, and data
collection centers spanned every corner of the

region.

By 2017, more than 1 million Uyghurs were
forcibly detained in concentration camps,
which the PRC labeled re-education centers. At
these camps, internees were subject to prison-
like conditions where they were forced to study
the Chinese language and consume Communist
Party propaganda. The Uyghur language and
cultural practices were prohibited. In a leaked
the PRC described its
program as “washing brains, cleansing hearts,

internal document,

strengthening righteousness and eliminating
evil.”*

Since 2017, China has implemented a system
that “can be wunequivocally described as
cultural genocide,” according to Sean Roberts,
a leading expert on Uyghur history.” China
claims to have ended its re-education centers,
in 2019, but its repressive tactics have merely
taken new form. As of 2023, nearly 3 million
Uyghurs remain subjected to forced labor, and
over half a million of the detainees are
currently held in formal prisons.® The PRC
continues to destroy Uyghur culture through
Uyghur language
destruction and desecration of mosques and

bans on education,
burial sites, and restrictions on Islamic fasting,
prayer, and attire.” Family destruction
initiatives place Uyghur children into boarding
schools, forcibly marry Uyghur women to Han
Chinese men, and sterilize Uyghur women."
Each of the PRC’s policies intend to
collectively destroy the Uyghur identity. In
2021, the United States Department of State
determined that China is committing genocide,
and more than four years later there has been
little progress to hold the PRC accountable."
Although the United States condemns China’s
genocide, it has failed to prevent its own
technology from aiding in the development of
Xinjiang’s surveillance system.




This report will expand on how Western
technology and corporations are complicit in
the facial recognition, predictive policing, and
spyware currently employed by the PRC.

It will also address vulnerabilities in research
and data-sharing, which are at risk of being
exploited by China to gain technical expertise.

The Uyghur genocide deviates from previous
human rights concerns in two fundamental
ways. First, it is the model framework for how
artificial intelligence can be used as a system of
mass surveillance and oppression. With new
technology, China has empowered automated
systems with the ability to profile, flag, and
continuously monitor individuals. This changes
how we understand government control, where
data from phones, biometric indicators, and
daily activity are processed and ready to
exploit within minutes. Second, the genocide
does not involve mass killings of individuals.
Rather, China’s system works because it is able
to suppress the voices of Uyghurs within East
and maintain covert

Turkestan largely

operations.

Several American national security concerns
First,
growth in China’s technological capacity is

emerge from the Uyghur genocide.

increasing its global power in relation to the
United States. Second, China has developed an
exportable model of technological oppression,
which can easily be spread across China’s
Digital Silk Road. If the west does not act now
to address the gaps in its technology export
legislation, there is an increasing risk that
China’s authoritarian allies will adopt the same
playbook. Third, Uyghurs around the world
face transnational repression like family
coercion, online harassment, and systems of
spy surveillance from the CCP. As China
continues to implement such technologies, their
practices

potentially pivot towards American citizens,

expansion of transnational can

threatening their safety and privacy.

The following report examines how the CCP’s
campaign against the Uyghurs has been
enabled and accelerated by modern technology
and how  Western governments and
corporations have failed to prevent their own
tools from being used in crimes against
humanity. It analyzes the role of artificial
intelligence as a weapon of repression and
traces the key inputs that sustain this system:
digital components such as cloud computing
and spyware, physical hardware including
microchips and surveillance equipment, and
the transfer of technical know-how through
The following report examines how the CCP’s
campaign against the Uyghurs has been
enabled and accelerated by modern technology
and how  Western governments and
corporations have failed to prevent their own
tools from being used in crimes against
humanity. It analyzes the role of artificial
intelligence as a weapon of repression and
traces the key inputs that sustain this system:
digital components such as cloud computing
and spyware, physical hardware including
microchips and surveillance equipment, and
the transfer of technical know-how through
research, investment, and partnerships. Finally,
the report evaluates existing regulatory
frameworks and exposes their systemic failures,
before concrete

offering policy

recommendations aimed at closing legal
loopholes, strengthening accountability, and
ensuring that technology is no longer used to

facilitate genocide.




ARTIFICIAL
INTELLIGENCE AS A
WEAPON OF
TECHNOGENOCIDE

o O

The CCP’s campaign of genocide against the Uyghurs would not be possible
without advanced technology. A complex, integrated system of physical
infrastructure, data collection software, and data processing tools is what
allows the CCP to erase the culture of nearly 12 million Uyghurs in a region
three times the size of France.'” The use of advanced technology to wage such
an effective and destructive campaign of genocide is without precedent: the
world’s first example of a technogenocide.” The CCP’s most powerful weapon
in its technogenocide against the Uyghurs is Artificial Intelligence (AI). This
section will explore AI’s role in facilitating the genocide, as well as the Al-
powered surveillance weapon at the center of genocide: the Integrated Joint
Operations Platform (IJOP).




Al WEAPONS

Artificial Intelligence refers to “computer
systems capable of performing tasks that
typically require human intelligence, such as
reasoning, learning, perception and language
understanding.”'* Traditional AI, like that
used by the CCP in its genocide, is “focused on
processing and analyzing data to provide
predictions or insights.”"> An example would
be models trained to recognize patterns and
events in CCTV camera surveillance of public
spaces.'® This is distinctive from Generative Al
models, such as ChatGPT and DeepSeek,
which produce new content in response to

prompts.

Creating Artificial Intelligence models is a
complex process that requires algorithms,

7 Researchers

computing power, and data.'
develop complex algorithms that allow Al
models to “learn” from large sets of training
data (often through a process of iterative
called

learning”)." These repeated, iterative rounds of

pattern recognition “machine
learning/training require large amounts of
computing power to process the data. Artificial
Intelligence models have been essential to the
scale and intensity of the Uyghur genocide by
removing the constraints of human
intelligence. Without AI, mass surveillance
regimes are limited by the ability of human
operators to analyze incoming data. AI models
these

automating the data analysis process and

remove limits by condensing and
enhancing the ability of human operators to

engage in surveillance."

Al weapons have been used throughout the
entire genocide. Facial recognition software
was deployed to surveil Uyghurs throughout
East Turkestan around 2017, at the beginning
of Uyghur mass internment.”

In the period since, the CCP’s use of Al in the
genocide has become increasingly
addition  to

recognition algorithms,

sophisticated.”’  In facial
predictive policing
platforms and large-language models (LLMs)
have also been deployed to facilitate the
genocide.”>” The following are further details
on the types of Al weapons that have been
developed and wused in China against the
Uyghur population.

« Facial Recognition Models: These models
are capable of identifying individuals based
on facial characteristics from video

surveillance feeds. Models specializing in
identifying Uyghurs, such as those
designed by the Chinese companies Yitu or
Huawei, have been used throughout the
genocide.”” Facial recognition models
trained by IBM, Amazon, and Microsoft
have also been used by the CCP.*
Predictive Policing Algorithms: Predictive
policing algorithms are at the center of the
technogenocide.” These models analyze
individuals’ personal data to target arrests.
See IJOP case study below for more
details.

Large-Language Models: Trained on large
bodies of language, these models are
increasingly used by the CCP to surveil text
and audio conversations by Uyghurs.?
CCP-linked entities have also attempted to
use Generative LLMs, such as OpenAl’s
ChatGPT, for assistance

surveillance tools to use on the Uyghurs.”

in designing




1JOP CASE STUDY

The Integrated Joint Operations Platform
(IJOP) 1s a big-data, Al and predictive policing
system used by the Chinese state in its
repression of Uyghurs. Data is gathered on
individuals through the system and then
analyzed to flag Uyghurs as suspect or
untrustworthy, after which such individuals are
sent to detention centers.”® The IJOP system
has been in place at least since August 2016."
Kashgar Prefecture was one of the first places
the system was implemented.” The IJOP gets
information from various ‘“sources” or
“sensors.”” Many of these are CCTV cameras,
some of which have facial recognition and
infrared “night-vision” capabilities and are
placed in “locations police consider sensitive,
[including] entertainment venues,
supermarkets, schools, and homes of religious
figures.”** Another sizable portion of the IJOP
sensors are so-called “wifi sniffers,” which
“collect the unique identifying addresses of
computers, smartphones, and other networked
devices.”® In addition, numerous vehicle and
security checkpoints collect “information such
as license plate numbers and citizen ID card
numbers.”*® The checkpoints both transmit
information to the IJOP section and “receive,
in real time, predictive warnings pushed by the
IJOP” so as to “identify targets for checks and

control.”’

The IJOP system compiles existing information
including “vehicle ownership, health, family
planning, banking, and legal records,” and
police are obliged to report any activities
deemed ‘“unusual” or “related to stability,”
which can be as mundane as “possession of
many books,” according to one interviewee.™

Some of the data that enters the system is
gathered in person by the police officers as well
and other government officials who volunteer
for in the initiative called
fanghuiju (75 B ), an acronym for “Visit the
People, Benefit the People, and Get Together
the Hearts of the People.”” Fanghuiju groups
make visits to Uyghur homes, sometimes as

government

often as every day, and Uyghur residents are
compelled to “provide a range of data about
their family, their ‘ideological situation,” and
relationships with neighbors.”* In other
instances, as in the case of an Urumgqi-based
businessman, Uyghurs are forced to fill out
detailed questionnaire forms with “questions
on religious practices, such as how many times
the person prays every day and the name of the
person’s regular mosque...whether and where
the person has traveled abroad...whether the
person is a Uyghur, has been flagged by the
IJOP, and is ‘trustworthy’ to the authorities.”*'
Information that might lead to being flagged as
“untrustworthy” and subjected to further
investigation can be as mundane as “donating
to mosques or preaching the Quran without
authorization” and as arbitrary as using more
electricity or fertilizer than normal, not using
the front door, “stor[ing] large amounts of

9

food in [one’s] home,” and being “related to
people who have obtained a new phone or have
foreign links.”* The IJOP system also tracks
people’s “monitoring the

‘trajectory’ and location data of their phones,
9943

movement by
ID cards, and vehicles.

The IJOP is supplied by the Xinjiang Lianhai
Cangzhi Company (MK EEIE A7), a
subsidiary of China Electronics Technology

Group Corporation (CETC RE B FHlH&EH
22 B ). CETC is a state owned military
contractor that was awarded in March 2016 a




contract to “build a big data program that
would collate citizens’ everyday behavior and

flag unusual activities to predict terrorism.”*

Officials can access the IJOP through a mobile
app, which allows them to log information,
report suspicious activities, and launch
investigations into individuals the IJOP flags.*
The policing app was designed by Hebei Far
East Communication System Engineering
Company (HBFEC, JAiLIZRBIERALIEE
FRZ3E]), which, at least as recently as 2019, was
owned by China Electronics Technology
Group Corporation (CETC), the the state-
owned company also more broadly behind the
IJOP system.*




INPUTS OF
TECHNOGENOCIDE:
DIGITAL
COMPONENTS,
HARDWARE AND

KNOWHOW

The technological tools that China uses to commit genocide against the
Uyghurs are made up of three fundamental components: digital components,
hardware, and know-how. The following three sub-sections explain how each
component type supports the unprecedented scale and detail of the CCP’s
technogenocide.




DIGITAL COMPONENTS

“Digital components” are non-physical
technological assets that enable the CCP’s
genocide against the Uyghurs. This includes
any intangible goods or services that are digital
technology or are inherently relevant to digital
technology.” Examples include model training
data, software, Infrastructure as a Service
(IaaS), Software as a Service (SaaS), digital
platforms, etc. Digital components
interact with physical assets inside or outside of

may

China and often do require physical assets to
operate. Crucially, however, digital
components are not specific to any particular
physical asset. For example, video surveillance
data training data may exist on a specific server
—a form of hardware — in China. However, this
data is not inherently tied to that specific
server, and could conceivably exist on a

different hardware device.

Cloud Computing
Cloud computing refers to “on-demand access
to computing resources...over the internet with

48 cloud

pay-per-use  pricing. Users of
computing services rent compute time or data
storage on physical servers operated by a
Cloud Services Provider (CSP). As of Q2 2025,
the top five CSPs by market share are all major
US companies.” The two largest global cloud
services are Amazon Web Services (AWS) with
30% market share and Microsoft Azure with

20% market share.

Chinese firms and government agencies rent
compute time on Amazon Web Services,
Microsoft Azure, and other cloud service
providers to train and deploy surveillance-

applicable models like those used in East

Turkestan. This includes video recognition and
other surveillance models, as well as services to
companies sanctioned for their involvement in
the surveillance of Uyghurs.”® An October 2025
investigation by the Associated Press found
that AWS and Azure both directly advertise
cloud storage of video surveillance data to
Chinese customers.”’ Both AWS and Azure
also partner with companies sanctioned for
conducting surveillance in East Turkestan.
AWS with
surveillance giants Dahua and Hikvision to

works sanctioned Chinese

support surveillance technologies abroad;
Microsoft Azure similarly facilitates
Hikvision’s surveillance technologies

abroad.”>” Cloud service providers — including
Amazon Web Services and Microsoft Azure —
provide services to Chinese customers through
data centers both inside and outside of China.™
Cloud services located inside China are highly
localized, with companies
operating through local partners in compliance

international

with Chinese regulation.” There is very little

transparency into what customers these

localized data centers are servicing.
Cloud computing services allow Chinese
companies to circumvent existing restrictions
on semiconductor exports to China. Chinese
entities have used AWS, Microsoft Azure, and
other CSPs located outside of China to access
the computing power of chips blocked from
exports to China per US regulation.”®’ It
should be noted that, as of December 8, 2025,
the chips these companies accessed through
AWS and Microsoft Azure are no longer
subject to export restrictions;” however, the
fact remains that the cloud was used to avoid




export controls while they were in place. This
problem is also not just limited to the major
US-based CSPs. A November 12, 2025
investigation by the Wall Street Journal found
an example of Indonesian CSP Indosat selling
compute on 2,300 Blackwell Nvidia chips for
use in training Chinese Al models.” Physical
exports of the Blackwell chip series to China
are still banned by the US as of December 8,
2025.° While the AI models trained were not
directly relevant to the Uyghur genocide, this
example reveals how entities in China can use
the cloud to access the equivalent computing
power of export-controlled GPUs.

Moreover, cloud computing services as such
are not subject to export controls. The Bureau
of Industry and Security (BIS) has held that it
is not an export to provide computing services
or data storage services over the cloud so long
as the provider is not transferring export-
controlled  commodities, software, or
technology.” AWS’ own documentation on
export compliance reflects this policy: “SaaS
[Software as a Service] and IaaS [Infrastructure
as a Service] is not an export-controlled
activity. Use of cloud hosted software is not an
export-controlled activity as long as the
software is not downloaded.”” AWS’ Global
Export Compliance also makes clear that any
burden of export compliance falls on cloud
“Cloud wusers are

users, not providers:

responsible for any export compliance
requirements that would arise when storing
controlled content and/or transmitting it across
international borders.””A Microsoft Azure
White Paper on export controls similarly
emphasizes that the customer bears the burden
for export control compliance.”* This lack of
specific restriction on the provision of cloud
services is known as the “Cloud Computing
9965

Loophole.

Regulation and legislation closing the Cloud
Computing Loophole has been proposed;

however, no such rule is currently in effect,

and proposed rules do not target the use of
cloud services in surveillance and human rights
violations. The U.S. Framework for Artificial
Intelligence Diffusion, issued in January 2025
under the Biden administration, sought to
“unauthorized

prevent the training of

controlled models” in certain countries,
including China, and placed restrictions on
US-based CSPs to prevent training these
models.®® However, the framework made no
mention of models used in surveillance or
human rights violations.”” The Bureau of
Industry and Security (BIS) rescinded this
framework in May 2025, leaving in place only
restrictions on models with “WMD or military-

»%  applications.”

intelligence Legislation
limiting China’s access to high-powered chips
through cloud computing services has been
proposed This

bipartisan “Remote Access Security Act,”

in Congress. includes the
which has been unsuccessfully proposed four
times since September 2024.77>7* As with the
Al Diffusion Framework, the “Remote Access
Security Act” does not specifically reference
the use of cloud services in facilitating human
rights violations.

Tech companies have successfully lobbied to
block proposed restrictions on cloud services.
this
successful even despite the broad, bipartisan

Unfortunately, campaign has been
support for legislation that closes the Cloud
Computing Loophole.” Per the Associated
Press, tech industry lobbyists have dismissed
the extent of US complicity in the surveillance
regime in East Turkestan; they argue that most
companies are not involved in supporting the
genocide and will lose valuable business to

address small-scale complicity.”

This fits with common arguments made by tech
industry proponents against restricting the sale
of advanced dual-use technologies to China:
denial of company or industry involvement,
dismissal of the scale of the problem, and
defense of US tech “competitiveness” as




necessary for innovation and securing

leadership over Chinese domestic
alternatives.”*””” For example, lobbyists for
semiconductor manufacturers made a similar
series of arguments regarding export controls

79,80

for advanced chips. However, export

controls were ultimately passed, with
proponents successfully arguing that chips
should be seen first and foremost as relevant to
national security, thus outweighing any
business concerns.*’* Rather than argue that
all chips are used against US interest, they
convinced policymakers that the export of
chips created enough overall risk to justify
controls.*’ However, it is important to note
that the recent rollbacks on these restrictions
have highlighted the continued sway of the
argument used by the tech industry against

export controls.*

This fits with common arguments made by tech
industry proponents against restricting the sale
of advanced dual-use technologies to China:
denial of company or industry involvement,
dismissal of the scale of the problem, and
defense of US tech “competitiveness” as
innovation and

necessary  for securing

leadership over Chinese domestic
alternatives.”*”””® For example, lobbyists for
semiconductor manufacturers made a similar
series of arguments regarding export controls

79,80

for advanced chips. However, export

controls were ultimately passed, with
proponents successfully arguing that chips
should be seen first and foremost as relevant to
national security, thus outweighing any
business concerns.®** Rather than argue that
all chips are used against US interest, they
convinced policymakers that the export of
chips created enough overall risk to justify
controls.* However, it is important to note
that the recent rollbacks on these restrictions
have highlighted the continued sway of the
argument used by the tech industry against

export controls.™

Spyware
Spyware, as used in this report, refers to digital
surveillance tools that enable the extraction
and analysis of behavior. This category
includes two closely related forms of software:
(1) software-based surveillance systems that
social behavior, and biometric
and (2)

spyware that directly compromises personal

analyze

indicators, intrusive  device-level
phones and computers to extract relevant data.
As a digital component, spyware is intangible,
scalable, and separable from specific hardware
systems. It can be developed and maintained
independently of cameras or
while  still

centralized repression platforms. In the context

physical
infrastructure, feeding into
of China’s repression of Uyghurs, digital
surveillance tools form a critical operational
layer of the technogenocide architecture. The
data they extract supplies predictive policing
systems, most notably IJOP--with granular
inputs that enable social mapping, risk scoring,
and preemptive intervention. In this way,
spyware enables a shift from monitoring
behavior to policing belief, association, and
identity.

Software-Based Intrusive Surveillance Spyware
and Western Enablement

A central subset of intrusive digital surveillance
tools consists of software-based systems that
analyze and classify personal behavior at scale,
even when they do not directly infect individual
devices. These systems include Al-powered
population monitoring platforms, facial and
biometric recognition software, social media
scraping  tools, and emotion-analysis
technologies. Together, they enable authorities
to infer identity, ideology, trustworthiness, and

social affiliation from digital traces.

Several Chinese firms operating in this space
enabled the
technology ecosystems, particularly U.S. based

have materially Western

technology investors. Baidu, one of China’s
largest technology companies, has provided

13




mapping and data-processing logic used within
the IJOP system and has developed broader Al
surveillance capabilities deployed by Chinese
security services. Despite their implication in
the repression system, Baidu has received
from U.S.
managers and financial institutions, including

substantial investment asset

Jane Street, Primecap, and Dodge & Cox.

These investments have helped sustain a
company whose technologies underpin
population-monitoring systems central to

repression in East Turkestan.®

Other firms have received more direct forms of
Western technical support. DataGrand, which
specializes in social media monitoring and
speech analysis, has been supported through
startup programs in China.®
DeepGlint, a facial recognition company that

Microsoft’s

built a joint laboratory with the Urumqi Public
Security Bureau and counts the Urumqi police
as its top customer, has received funding from
Sequoia support
Microsoft’s incubator programs.” Hydata,

Capital and through
which served as a technical support unit for
Xinjiang police and reportedly provided
services to approximately one-third of China’s
police market, also partnered with Microsoft to
establish a joint incubator in Hangzhou,
receiving office space, mentorship, and Azure

cloud credits.®®

These relationships do not require Western
firms to design repression tools themselves.
Instead, they lower barriers to entry and scale
for companies developing intrusive surveillance
software, embedding those capabilities within
global technology and financial ecosystems. As
with cloud computing services, this form of
enablement often occurs through legally
permissible commercial relationships that are
not evaluated through a human-rights lens.
The result is that software systems capable of
analyzing intimate digital behavior, and
feeding that analysis into predictive policing
architectures, despite their documented use in

mass repression.

Device-Level Spyware and  Transnational
Intrusion

In addition to software-based surveillance
systems that analyze digital behavior at scale,
China’s repression architecture relies on device-
level spyware that directly compromises
personal phones and computers. These tools
enable covert or compelled access to
communications, files, microphones, location
data, and activity, allowing
highly

information from individuals in real time.

application
authorities to  extract granular

Device-level spyware represents the most
intrusive form of digital surveillance, as it
collapses the distinction between public
behavior and private life by transforming
personal devices into instruments of state

monitoring.

Within Xinjiang, such tools are frequently

deployed through coercive mechanisms,

including forced device inspections and
Outside

China, similar capabilities have been used

mandated software installation.*
covertly against Uyghur communities abroad,

journalists, and advocacy organizations,
extending the reach of repression beyond
China’s borders.”

diaspora operates through deception and social

Surveillance against the

engineering, reflecting a broader pattern of
transnational repression. Investigations have
state-linked  spyware
families used in these campaigns, including

identified  multiple

BadBazaar and Moonshine, which have
targeted Uyghur NGOs,

community members.”’ These tools have been

journalists, and

distributed through fake Quran applications,
counterfeit messaging tools, and links shared
within Uyghur-language Telegram channels.”
Once installed, the malware enables persistent
sensitive device data,

access to allowing

operators to map networks, identify
organizers, and monitor political and religious
linked these

campaigns to Chinese state-aligned entities,

expression. Reports have

including firms associated with UPSEC and

14




related contractors.”

Although these spyware tools are developed by
Chinese-linked actors, their deployment often
depends on Western digital infrastructure.
Social engineering campaigns rely on global
app distribution ecosystems, hosting services,
and communication platforms that are largely
operated by U.S. or allied companies. In this
way, Western platforms function as unwitting
intermediaries, enabling the dissemination and
operation of spyware even when the underlying
intent is political repression.

Device-level spyware is particularly significant
to China’s repression architecture because it
supplies a form of data that cannot be reliably
obtained through cameras, checkpoints, or
ambient surveillance alone. By extracting
private communications and social connections
directly from devices, spyware enables
authorities to infer ideology, religious practice,
and trustworthiness with far greater precision.
These data streams feed directly into predictive
policing systems such as the IJOP,
strengthening their ability to flag individuals
based not on criminal acts, but on inferred
beliefs, associations, or potential future
behavior.” In this sense, device-level spyware
amplifies the preemptive logic of repression,
allowing the state to intervene before dissent
becomes visible in public space.

As with other digital components, the
governance of device-level spyware remains
poorly aligned with human rights risk. Existing
regulatory frameworks tend to focus on
national security threats to U.S. users or on
narrow definitions of cybercrime, rather than
on the use of spyware in mass repression
abroad. As a result, spyware tools (and the
Western infrastructure that enables their
deployment) continue to operate within legal
gray zones, despite their central role in
sustaining China’s technogenocide against the
Uyghurs.




HARDWARE

Hardware refers to the physical technological
infrastructure that enables China’s system of
mass surveillance and repression, including
microchips, servers, data centers, cameras,
drones, and other surveillance equipment.
These physical components provide the
computational power, data collection capacity,
and operational backbone necessary for

artificial  intelligence—driven =~ monitoring,
predictive policing, and large-scale population

control.

The Role of Microchips
One of the key types of U.S.-based hardware
that is contributing to China’s technogenocide
of the Uyghurs
American microchips.

in East Turkestan are
Microchips are tiny
integrated circuits built on silicon wafers that
contain complex networks of integrated
electrical circuits that work to perform tasks
data,
computations, and storing information.” In
the 21st century, microchips now spearhead the

such as  processing performing

function of nearly every technological device,
from smartphones to cars and refrigerators.
U.S. microchips have powered three key
components of  Xinjiang’s  surveillance
apparatus: the IJOP, the Urumqui Cloud
Computing Center, and PRC Al-powered

surveillance drones.

Integrated Joint Operations Platform

As previously mentioned, the IJOP is an Al-
powered predictive policing system in East
Turkestan that flags certain individuals as
“suspicious” and need to be detained based on
key biometric information, personal data, and
identifying surveillance footage funneled in

from surveillance cameras, data doors, and
police checkpoints around East Turkestan.”
The IJOP currently uses Intel’s Xeon CPU
processors’’ and NVIDIA’s Tesla T4 GPU* to
power its ability to comb through over
hundreds hours of surveillance camera footage
and input data in one day. At the height of the
IJOP’s operations, it once flagged over 2400
in one week,

individuals as “suspicious”

leading to the majority of the flagged

individuals being detained.”

Urumgqi Cloud Computing Center

Another aspect of the Xinjiang surveillance
state that U.S. microchips support is the
Urumgqgi Cloud Computing Center (UCCC).
Powered by Xinjiang Sugon Cloud Computing
Co.,the UCCC is a large-scale complex of
computers, 2019 ranked as the 135th fastest set
of computers in the world in 2019, designed to
host high-performance servers and serve as the
region’s computational power center.'”
Powered also by NVIDIA and Intel
microchips, the UCCC is said to be able to
“connect to 10,000 video feeds and analyze
1,000 simultaneously,  using
intelligence.”'”" Built right next to six prisons--

artificial

or re-education centers--the UCCC not only
supports the supercomputing power of the
IJOP, but was originally said by local law
enforcement officers to have been constructed
to support the PRC’s
surveillance project, a nationwide effort to

“Sharp Eyes”

collect “blood samples from men and boys
from across the country to build a genetic map
of its roughly 700 million males”— one of the
PRC’s
biometric hacking projects yet.

surveillance and
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most invasive




As of July 8, 2025, Bloomberg News reported
that the PRC has begun construction plans for
a brand new constellation of data centers in
East Turkestan that the PRC aims to arm with
over 115,000 Nvidia chips.'” The creation of a
data centers this size not only poses a notable
threat to the U.S.’s technological lead, but also
is a foreboding premonition of the increasing
surveillance that Uyghurs in Xinjiang will face
in the coming years. The aim of acquiring
115,000 NVIDIA chips is clearly spelled out in
CCP’s official planning documents, but at the
time this document was drafted, the export of
such NVIDIA chips was strictly banned by the
U.S. CCP’s
confidence in evading U.S. restrictions.

government, indicating the

AlI-Powered Drones
A third key way that U.S. microchips
perpetuate Xinjiang’s surveillance system of
Uyghurs is through powering its Al-powered
that  surveil
neighborhoods in East Turkestan. More
specifically, NVIDIA posted on its WeChat
account in 2022 that its H20 chips—designed
specifically for the

facial recognition drones

Chinese market to
circumvent U.S. export restrictions'™—were
being used to train the Al-patrol drones of
Chinese companies Watrix and GEOAL'”
These drones have been utilized by the PRC to
patrol East

tracking and

Turkestan’s border regions,

responding to individuals
attempting to escape the region.'” As of 2022,
the PRC also began using these drones to
surveil Yarkant, a Southwestern region in East
Turkestan, for potential “terrorists.”'”” Within
one week of the drones’ arrival to Yarkant,
they had already helped police arrest over 215
with 18 others

surrendering to authorities.'”

“suspicious” individuals,

NVIDIA Case Study

NVIDIA, a key player in supplying microchips
powering Xinjiang’s 1JOP, UCCC, and Al
surveillance drones, was first barred from
exporting its most advanced chips to China

following the U.S. Commerce Department’s
Bureau of Industry and Security-imposed
updates on export controls to China.

Specifically, the controls “impose restrictive
export controls on certain advanced computing
transactions  for

semiconductor  chips,

supercomputer end-uses, and transactions
involving certain entities on the Entity List”
and “imposes new controls on certain
semiconductor manufacturing items and on
transactions for certain integrated circuit (IC)
end uses.”'” Specifically in the case of
NVIDIA, the initial 2022 export controls
meant that the company could no longer
export its most advanced chips—the A100 and
H100 GPUS— to China and Hong Kong,
unless granted a special license from the U.S.
federal government. Functionally, this meant
that NVIDIA was banned indefinitely from
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selling those chips to China and Hong Kong.

A year later in October 2023, the U.S. federal
government, pressured by national security
concerns, further tightened export restrictions,
effectively banning NVIDIA to sell even its
lower-end AI chips like its A800 and HS800
GPUs. In April 2025, the U.S. government
further ramped up its export controls, banning
NVIDIA from also exporting its H20 chips,
notably crucial to the powering of Xinjiang’s
Al surveillance drones. However, this deal
lasted for only a few months.

The U.S. federal harsh
crackdown on microchip exports was met with

government’s

intensive  lobbying from  semiconductor
companies across the board, especially Jensen
Huang, CEO of NVIDIA. By July of 2025, it
was revealed that NVIDIA had struck a deal
with the U.S. government that allowed it to
resume exports of its H20 chips in exchange for
a 15% cut of their revenues from chip sales in
111

Hong Kong and China.




As reflected in the NVIDIA case study, the
U.S. federal
numerous pieces of legislation to curb U.S.

government has attempted

microchip export to China. Most notably, in
2019, the
significant Chinese company additions to the

Trump administration made
The Entity List, a blacklist of companies
barred from buying American technology
without first receiving a case-by-case waiver

from the U.S. government.'"?

Despite legislative attempts like The Entity List
and further export tweaks by the Department
of Commerce, the ongoing NVIDIA case study
is a key example of how U.S. attempts to
regulate Western technological complicity in
the Xinjiang genocide fall short in the face of
circumvention tactics like under the table
financial deals or bribes. Further failings in
federal regulation stem auditing failures to
catch fake “shell company” buyers and a lack
from U.S.

of consistent enforcement

prosecutors.

The Chinese Chip Counterfactual

When discussing the role that American chips
play in the Xinjiang surveillance state, it is
important to interrogate the counterfactual.
Namely, if the U.S. halted all microchip
exports to China, would Chinese microchips be
advanced enough to keep Xinjiang’s
technogenocidal surveillance system up and
running? Considering the fact that China’s lead
Semiconductor

semiconductor corporation

Manufacturing International Corporation
(SMIC) is a “pure play” foundry, meaning that
it only manufactures chips and doesn’t design
them, the innovative velocity of Chinese chips
still lag behind that of U.S. based
microchips.'” Furthermore, most recent 2023
estimates have projected that SMIC’s most
advanced 7nm microchips are still “roughly
four to five years behind” the most advanced
chips of U.S. collaborator chip companies like
South Korea’s Samsung and Taiwan’s

TSMC."* This analysis proves that Western

chips are a crucial component of the Xinjiang
surveillance system — a crucial component
that could significantly delay and disrupt the
PRC’s
Uyghurs if strategically withheld from China.

genocidal campaign against the

The Role of Cameras

While the IJOP system integrates data from
multiple sources, CCTV cameras serve as its
primary input mechanism.'” More than 1,400
Chinese companies provide facial, voice, and
gait recognition capabilities to Xinjiang's
Total
security spending almost doubled in Xinjiang
in 2017 to nearly $10 billion, with most funding
directed toward what surveillance companies

surveillance  infrastructure. public

call "Safe City" projects—systems that, under
the guise of public safety, enable states to
populations privacy

protections and maintain 24/7 vigilance over
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monitor without

individual movements.

Implicated Companies

Hikvision and Dahua are the world's largest
surveillance camera manufacturers and the
primary perpetrators of the PRC's surveillance
state in Xinjiang."” Their Al-powered camera
systems and backend platforms are designed to
track Uyghur
individuals. Using facial recognition models

automatically detect and
trained to identify ethnic minorities, these
systems trigger real-time alerts when Uyghurs
are detected. This technology is embedded
across mosque monitoring networks, detention
and  concentration camp  surveillance
infrastructure, and centralized data platforms
that aggregate vast amounts of facial data to

enable systematic persecution.'®

Ethnic Profiling Technology

Both companies have explicitly developed and

marketed  ethnic  profiling  technology.
DS-2CD7A2XYZ-JM/RX Al

camera was explicitly marketed as capable of

Hikvision's

analyzing "ethnicity (such as Uyghurs, Han)"
with claimed accuracy rates of no less than




90%, live API guides listed video analytics for
ethnic minority detection, but evidence was
deleted after media inquiries into Hikvision. In
October 2022, IPVM found Dahua listed four
camera models on its website with facial
recognition attributes, including race, skin
color, and “Xinjiang/Tibet” which Dahua then

later claimed was “outdated.”'"”

Automated Alert Systems

The automated alert systems immediately
notify authorities when Uyghur faces are
detected by surveillance cameras.'” Dahua
deploys  '"real-time  Uyghur
integrated into facial recognition systems,

warnings"

targeting "non-local Uyghurs," those who don't
already live within a police jurisdiction March
2020 Dahua document describes subcategories
tracked by "Heart of City," including "Uyghurs
with  hidden
designation

terrorist inclinations"—a

triggered by mundane
characteristics such as having a full beard,

owning knives, or 2

attending mosques.
Hikvision's systems function similarly: the
Xinjiang Police Files revealed cameras flagging
Uyghurs for traveling abroad and marking
those with overseas ties for "immediate arrest"

under the IJOP "anti-terrorism" platform.'*

Data Processing
These companies then aggregate this massive
amount of facial recognition data into their
data command centers, 1JOP, that uses US
technology to store, manage and process data.
Dahua's "Sharp Eyes", an extension of their
safe cities projects integrate surveillance data
into what the company calls "big data" systems
that can track individuals across multiple
locations and time periods. The platforms
process facial recognition data to identify
patterns of behavior, movement, and
association that authorities use to target
The

maintain comprehensive records that enable

individuals for detention. systems
retroactive analysis of where individuals have

been and who they have encountered.'”

Flagging for Detention

Camera surveillance data feeds into a broader
system of categorization and control. A
database obtained by The Intercept reveals
evidence of a deeply invasive police state
thoughts and
enthusiasms, entering their homes, interfering

concerned with people's

with their daily movements, and even seeking
out crimes in activities perfectly legal at the
time they were undertaken. Authorities in the
region direct investigations and other police
work using an approach one expert, after
examining portions of the database, described
as "hyperpolicing," cracking down on any
aberrant behavior. The tactics used are all-
encompassing, involving civilian brigades,

home wvisits, and frequent checkpoints,
targeting people based on perceived danger.
The police categorize people in three categories
—purported extremists and terrorists of three
levels of severity, ranked according to the
government's perception of their mindset and
potential to cause harm. Relatives of detainees
and former detainees are also labeled, ranked,
Another

categorizes people as trustworthy, normal, or
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and tracked by police. system

untrustworthy.
US Company Involvement

Export of US technology to China
Hikvision and Dahua are Chinese companies
backed by massive CCP funding, yet their
surveillance  infrastructure  depends  on
While

manufacturing occurs in China beyond US

American technology. most
regulatory reach, these companies rely on
critical US components: Intel provides CPU
microprocessors for their cameras, NVIDIA
supplies GPUs for analytics processing, and
Seagate and Western Digital provide storage
This
creates an opportunity for US regulation to

equipment. technological dependence
disrupt the surveillance apparatus enabling

repression in Xinjiang.




Ambarella

Hikvision and Dahua mainly source video
processing chips (SoCs) from HiSilicon— a
fabless
(meaning it designs chips but contracts out

Chinese semiconductor company
manufacturing) based in Shenzhen owned by
Huawei—and formerly from Ambarella, a US
company. Prior to 2019, Ambarella provided
SoCs to Hikvision, but the company has since
completely exited the Chinese enterprise
2025,

"0 revenue from the

security market. As of December
Ambarella confirmed
China market for our enterprise security,"
eliminating what was previously over 25% of

its total revenue.'”

NVIDIA

Hikvision uses NVIDIA GPUs for its HEOP
2.0 open platform, which requires NVIDIA
graphics cards with 8GB memory or above to
run third-party applications and video
analytics on Hikvision devices."*® Hikvision's
intelligent servers are powered by NVIDIA
Tesla P4 GPU accelerators, and the company
with NVIDIA Jetson
platforms at the edge for AI processing.
(IPVM) Dahua similarly depends on NVIDIA
technology, with its Deep Sense server using
NVIDIA Tesla P4 GPUs."”” Both companies
leverage NVIDIA's end-to-end Al and deep

learning platforms for video stream processing

combines cameras

and advanced analytics capabilities. Despite
both companies being on the Entity List of
Bans, NVIDIA products continue to power
these cameras, with technicians aiding in
resolving usage bugs.

Intel

Additionally, Intel processors are fundamental
to both companies’ product architectures.
Hikvision's Network Video Recording (NVRs)
and open-source smart cameras use Intel
processors, while their Al cameras incorporate
Intel Movidius Myriad 2 VPUs for edge
processing. Dahua NVRs similarly use Intel
processors, and their people-counting cameras

incorporate Intel Movidius chips for analytics

processing.'*®

Surveillance Hard Drives
American companies Western Digital and
Seagate supply the overwhelming majority of
surveillance hard drives that enable Xinjiang
police to store IJOP data. This supply of hard
that  enable the

infrastructure used to monitor and oppress
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drives surveillance
Uyghurs and other minorities in Xinjiang.
The companies make over $1 billion annually
in China from these sales, with Seagate making
about 12% of its total sales in China while
Western Digital makes about 20%."*°

Non-Compliance

Both companies have demonstrated concerning
patterns regarding compliance with export
controls. Seagate was fined $300 million by the
US government for selling over 7.4 million
hard drives despite
between 2020-2021, continuing sales even after

to Huawei sanctions
competitors stopped and entering into a three-
year strategic cooperation agreement with the
sanctioned company.”! Western Digital and
Seagate only stopped selling to Dahua after
2022 semiconductor export controls, not the
original 2019 Entity
human rights violations. This pattern suggests

List designation for

that companies prioritize compliance with
economically motivated restrictions over those
designed to prevent human rights abuses,
creating a hierarchy of sanctions enforcement
that undermines the effectiveness of measures
intended to prevent American technology from

enabling the oppression of ethnic minorities."**

Exploiting Enforcement Gaps

American hardware and technology continues
to reach Hikvision, Dahua, their
subsidiaries through multiple channels that

and

exploit enforcement gaps."’ In October 2019,
the U.S. government sanctioned both Dahua
and Hikvision by adding them to the
Commerce Department's Entity List




specifically for human rights violations and
abuses against Uyghurs and other minorities in
Xinjiang. Even after being placed on the entity
list,
Hikvision products continuing to be powered
by Nvidia technology as recently as March
2023.** Nvidia, Intel, Seagate, and Western
Digital
components that power surveillance systems

IPVM found multiple examples of

have historically provided critical

used to oppress Uyghurs, and these companies

continue accessing restricted technology

through stockpiled inventory, distributors,
secondary markets, and complex supply chains
that regulators struggle to monitor effectively.
Despite U.S. export rules around advanced
chips, China bought $20.7 billion worth of
chipmaking equipment from U.S. companies in
2024 to bolster its homegrown industry, a
report from a congressional committee report

from December 2025 warned.'®

Import of Chinese technology to the US
While Entity List companies are barred from
purchasing American products, US law does
not restrict American companies from buying
sanctioned  entities. = Four

from cases

demonstrate how US firms continue to
financially support, and derive products from,
Hikvision and Dahua despite their role in the

Uyghur genocide.

AGM-Hikvision Connection

Documents reveal close ties between AGM, an
American company, and Hikmicro, a
Hikvision subsidiary. Hikvision employees are
listed as authors on AGM product manuals,
shipping show both direct

shipments from Hikvision to AGM and

and records

shipments routed through Vietnam to obscure

their Chinese origin."**

Alat and Saudi

A US-Saudi Al partnership faces serious risks
from Dahua's $200 million joint venture with
Alat, an entity funded by Saudi Arabia's Public
Investment Fund."’ Through Alat AIVisio

Technology Co. Ltd., Dahua is establishing an
automated manufacturing hub for surveillance
products in Saudi Arabia, creating pathways
for both technology espionage and the import
of Dahua-manufactured surveillance
equipment into the US market. While Alat's
CEO stated that "the requests have been to
keep manufacturing supply

completely separate," he acknowledged that if

and chains

"partnerships with China would become a
US, we
underscoring the clear conflict of interest.

divest",
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problem for the will

Amazon and Honeywell

In 2020, Amazon purchased 1,500 cameras
from Dahua in a deal valued at nearly $10
million. At least 500 of those cameras remain
in operation at Amazon facilities in the United
States today.'”

Honeywell's Supply Chain Laundering

Honeywell stopped purchasing new cameras
from Dahua in April 2022 following the FCC
ban but continued sourcing from Sunell,
another Chinese manufacturer. Trade records
reveal thousands of labeled
"HONEYWELL" "100%
NEW" being shipped from Sunell factories in

products
cameras marked

China to facilities in Vietnam before export to
the United States—a clear attempt to obscure
manufacturing origin through
transshipment.'® Additionally, three-quarters
of Honeywell's product lines—including the
and equlP lines—use

Dahua
products still in inventory, making them non-
compliant with the National

Authorization Act (NDAA).

Performance Series

components from  discontinued

Defense

Circumventing US Export Controls

Despite Entity List designations and export
Dahua, and other
sanctioned Chinese surveillance companies

restrictions, Hikvision,

continue accessing US technology through
multiple evasion tactics:




« Distributor Networks and Secondary
Market Access

o US companies lack effective
mechanisms to monitor end users of
their products after initial sale

o NVIDIA, for example, acknowledged
that while it and its distributors adhere
to US export rules, the company
"cannot control every future use or sale
of its products”

o Before recent export ban rollbacks,
NVIDIA GPUs remained widely
available to Chinese entities through
distributors and e-commerce platforms

« Supply Chain Circumvention

o Chinese surveillance companies route
purchases through obscure
intermediary companies to disguise end
users

o Engineers physically transport Al
training data across borders to access
restricted computing power. In one
case, four engineers traveled to
Malaysia with 80 terabytes of data on
hard drives to process on NVIDIA-
equipped servers rented through a
Malaysian entity.'"!

o Data centers are booming across
Southeast Asia, driven partly by
demand from Chinese companies
unable to develop Al domestically due
to US restrictions, creating access
channels difficult for US authorities to
monitor

The Regulatory Challenge

Chinese tech firms constantly emerge and
evolve, turning regulation into a perpetual
game of whack-a-mole where authorities
cannot identify and sanction offenders fast
enough. China's military-civil fusion strategy
further complicates enforcement: because
many ostensibly civilian companies support the
state's surveillance apparatus, distinguishing
between legitimate commercial activity and
complicity in atrocities becomes nearly
impossible.




KNOWHOW

Joint Ventures and Forced Technology Transfer

Joint ventures are typically 30-50 year
agreements between foreign firms seeking to
establish a foothold in Chinese industry, and
Chinese firms seeking foreign direct investment
and access to foreign intellectual property (IP).
Both parties share profit, capital, and technical
expertise. In practice, however, this structure
gives Chinese industry access to knowhow that
significantly advances domestic capabilities,
eventually rendering the foreign partner
obsolete in the Chinese market once the

knowhow has spread through Chinese
industry.'** Despite this predictable outcome,
the immediate gains from accessing China's
massive market are attractive enough that
foreign firms accept the long-term cost of IP

transfer.

Joint ventures are mandated when foreign
firms seek access to the Chinese market in
sensitive industries, as defined by China's
Negative List for Market Access.'”® The 2025
update i
telecommunications, software, and IT services

eased restrictions in
—ostensibly reducing forced IP transfer, but
potentially  enabling  greater = knowhow
diffusion to problematic actors simply through
increased market access and collaboration.'*

Cloud computing remains a restricted industry

5

requiring joint ventures.'” Microsoft, for

example, must partner with the Chinese
company 21 Vianet, which operates Microsoft
Azure cloud computing data centers
China.  Microsoft  provides

documentation backend

throughout
technical and

architecture guidance to enable these

operations.'*® Similarly, Amazon Web Services
(AWS) operates eight known data centers in
China through local partners: Beijing Sinnet
Technology Co. runs the Beijing region centers,
Cloud Data
Technology Co. operates those in Ningxia.'"’

while  Ningxia  Western

These
concerns. China depends on cloud computing

partnerships raise human rights
to train Al surveillance systems targeting
ethnic minorities like Uyghurs in East
Turkestan, making Microsoft's and AWS's
presence in the Chinese cloud computing

industry direct enablers of repression.

Tech Espionage

Tech espionage allows China to accelerate
domestic technological advancement through
infiltration of US corporate, military, and
educational research environments. By stealing
IP and technical knowhow, China undermines
individual firms and institutions while forcing
them to bear the «costs of enhanced
cybersecurity defenses. This espionage takes
state-sponsored cyber
operations The
sophistication and scale of these operations

two primary forms:

and insider threats.
present a rapidly escalating challenge requiring

coordinated US policy responses.

Cyber Espionage

State-sponsored hacker groups present the
largest threat to the security of U.S. tech
knowhow. Numerous reports by both U.S.
government and independent observers note a
targeting
institutions,

sharp rise in cyber intrusions

American companies, research

infrastructure operators, and government




networks in recent years.'* The Center for
Strategic & International Studies identified at
least 224 incidents of Chinese espionage
targeting U.S. entities between 2000 and 2022,
and at least 104 major incidents of cyber
espionage in particular between 2003 and
2022."%

Chinese hackers fall into three categories:
members of People's Liberation Army (PLA)
units specialized in cyber warfare, specialists
from the Ministry of State Security (MSS) or
Ministry of Public Security (MPS), or non-
governmental groups operating as de facto
MSS affiliates. As the MSS has consolidated
control over China's cyber espionage activities,
its use of private contractors to conduct
hacking

operations has increased

substantially."”

A February 2024 leak to GitHub exposed the
operations of Anxun Information Technology
Co., Ltd. ("I-Soon"),
company that processes breached data under
MSS, MPS, PLA,
numerous provincial security bureaus."”' The

a cyber operations

contract for the and
leak revealed how Chinese government entities
conduct competitive bidding for hacking
contracts among private firms. Marketing
materials in the leak showed I-Soon advertising
its experience with "terrorism-related" targets
capabilities  for

and  promoting  its

"counterterrorism" contract work in East
Turkestan. The leak also connected I-Soon to
three state-sponsored advanced persistent
threat (APT) groups—hacker networks that
pose national security threats to the United
States: "RedAlpha," "RedHotel," and
"POISON CARP," each believed to operate as
an I-Soon subgroup.'** Evidence suggests many
more APT groups operate through similar
private contractor arrangements, including
APT41—one of China's most prolific hacking
operations—which has been linked to Chengdu

404 Network Technology, MSS
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another
contractor.

These hacking operations target cutting-edge
U.S.
infrastructure:

technologies essential to surveillance

Al models,
quantum technology, and cloud computing

chip designs,

systems. They also steal data from American

citizens and organizations to train more
accurate generative and predictive large
language models (LLMs). This stolen

knowhow directly enables the Al-powered

surveillance  systems, facial recognition

algorithms, and predictive policing platforms

used to oppress Uyghurs in East Turkestan.'*

Insider Espionage
China pursues
intelligence operations targeting academic labs,

systematically human
research centers, and technology companies.
Universities conducting advanced scientific
with
sometimes acting under

research are particularly vulnerable,
Chinese students

direction from PRC institutions.

The China Scholarship Council (CSC), the
PRC's primary government scholarship body,
funds an estimated 15% of Chinese students at
American universities.'”” CSC recipients must
regularly submit "situation reports" to Chinese
diplomatic missions about their research and
are typically required to return to China for at
least two years after degree completion, a
requirement that has more than doubled since
2012."°° While many students implicated in
espionage claim coercion by state actors, other
cases involve CCP-affiliated agents posing as
students. One publicized example is "Charles
Chen," an alias used by a suspected MSS agent
a Stanford
repeatedly attempting to recruit a fellow

student China-related
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who posed as student while

studying  sensitive
research, pressuring her to visit Beijing.

Universities like Stanford—heavily engaged in
STEM research , especially in the field of Al—
are particularly vulnerable to espionage and to
having their

research applied in China's

surveillance and military systems.




China also pursues insider espionage activity at
tech companies. PRC intelligence agencies
recruit insiders to steal proprietary data, trade
secrets, and any insider information on
research and development. Insider spies use
hidden data

communication

transfers, encrypted

channels, and code
laundering.”™® In February of 2025, Linwei
Ding, a software engineer at Google was
charged with stealing trade secrets related to
Al as well as Google’s Tensor Processing Unit
(TPU) and GPU systems, and distributing the
information to two Chinese companies
engaged in Al: Beijing Rongshu Lianzhi
Technology Co., Ltd. (“Rongshu”) and his
own company Shanghai Zhisuan Technology
Co., Ltd. (“Zhisuan”)."” The theft of Google's
TPU and GPU critical

components for training large AI models,

architecture,

directly accelerates China's development of
surveillance technologies like those deployed
against Uyghurs.

Talent Recruitment

Since the turn of the century, China has sought
to move toward a highly skilled economy
through the development of domestic talent
and recruitment of foreign talent. A significant
component of this talent drive has been
attracting researchers in fields like applied
physics,
engineering, which are particularly relevant for

computer science, and electrical
the development of China’s Al-based police
surveillance technology used to oppress
Uyghurs in East Turkestan. Since 2008, the
CCP has made significant efforts to compel
citizens studying abroad to return to China and
apply their skills domestically, beginning with
the Thousand Talents Plan (which since 2019
has been rebranded as the National High-End

Foreign Experts Recruitment Plan).

National High-End Foreign Experts
Recruitment Plan (Formerly the Thousand
Talents Plan)

The Thousand Talents Plan was launched in

2008 and expanded in 2011 with five main

branches of focus: Innovation(Full-time),
Innovation(Short-term), Entrepreneur/Startup,
Youth Thousand Talents, and Foreign Expert

Talents.'®

The first three branches target
Chinese nationals abroad, whereas the latter
two branches target foreign experts. All
branches of the Thousand Talents Plan (and
China’s dozens of other talent programs)
attempt to lure talented individuals living
abroad to China with generous financial,

career, and lifestyle benefits.

According to an article by Chinese science
journalist Hepeng Jia in Nature in 2018, all
applicants to the Thousand Talents program
could expect a 1 million yuan (US$151,000)
starting bonus, and the opportunity to apply
for a research fund of 3-5 million yuan.'
These privileges were expanded for foreign
talents, with employers even obligated to given
subsidies  for  accommodations, meals,
relocation, visits home, and education costs,
and employers were obligated to find jobs for
foreign spouses.'® Recruits under the Youth
Thousand Talents Program (YTTP) received

similar benefits.

The YTTP has proven particularly effective at
attracting early-career researchers. According
to a report published in Science in 2023, YTTP
scientists have benefited from the program’s
generous startup grants and China’s abundant
supply of STEM students compared to the
relative lack of funding for early career
scientists in the U.S. and E.U., allowing them
to outperform their overseas counterparts in
publications.'® However, the report also found
that “top-caliber” researchers are unlikely to
remain in China long-term, if they accept YTT
grants at all, likely due to the restrictive
political landscape in the Chinese scientific
community.'® Still, the return of experts from
U.S. to China has
significant contributor to the progress of the

universities been a




Chinese Al For
example, DeepSeek has recently emerged as the

industry in particular.
Chinese answer to America’s OpenAl. A
Hoover Institute look at DeepSeek’s research
team found that 45% were partially educated
outside of China, and that nearly 10% of
DeepSeek’s research team is currently affiliated

with US institutions.'®

Visa Programs

In addition to its Thousand Talents
recruitment programs, in 2013, the Chinese
government started issuing R-visas, which
target high-level or specialist foreign talent to
work or study.'® However, in an effort to
attract STEM talent from even earlier career
stages, the Chinese government announced the
new K-visa on August 7, 2025. K-visas have
lower entry requirements for younger STEM
than the
requirement being obtaining a Bachelor’s

talents R-visa, with the only
degree.'” Since the K-visa is aimed at early
career professionals, it does not even require
employer or host institution sponsorship.'®
The K-visa came into effect on October 1,
2025, at a time when the Trump administration
has faced scrutiny for its restrictions of H-1B
visas.'” Despite the potential espionage risks
presented by the admission of Chinese
nationals to the United States, there is also the
potential for loss in the comparative advantage
of American institutions in attracting top
the U.S.

government should more carefully discern

talents from abroad. Therefore,
which talents present a potential security risk,
and which talents contribute to the country’s
comparative advantage, lest the U.S. loses its
international talent to China’s recruitment
programs.

University Relationships

Despite recent restrictions on joint U.S.-China
research in sensitive fields, many universities
and research institutions maintain close ties to
Chinese counterparts. Executive orders like
Proclamation 10043 and NSPM-33, along with
legislation like the CHIPS and Science Act,

have strengthened controls on collaboration in
semiconductors, Al, and defense technology.'”
However, these restrictions leave significant
gaps. Universities continue operating joint
China,
relationships with Chinese institutions, and

institutes  in maintain  financial
host Chinese international researchers—some
with state-assigned directives—in American lab
groups with minimal security oversight by

principal investigators.

A recent report by the private intelligence
group Strider Technologies identified over
100,000 collaborations between researchers
affiliated with U.S. organizations and PLA-
associated research institutes (“PLA-RIs”)
since 2017 on STEM topics like Al, quantum
computing, and anti-jamming
PLA-RIs include PLA

state-owned

communications.'”
bodies,
conglomerates, and the Chinese universities
dubbed the “Seven Sons of National Defense”.
These
include Beihang University, Beijing Institute of

research defense

“Seven Sons of National Defense”

Technology, Harbin Institute of Technology,
Harbin
University of Aeronautics and Astronautics,

Engineering University, Nanjing
Nanjing University of Science and Technology,
and Northwestern Polytechnical University.
Over 500 U.S.
universities and government laboratories, were

organizations, mostly
identified by Strider Technologies as having
participated in such collaborations. The House
Select Subcommittee on the CCP claims that
legislation and executive orders already in
place have not yet sufficiently addressed direct
research collaborations with these entities.'””

Joint Institutes

American universities often maintain direct ties
to PLA-RIs through joint institutes: programs
in China that carry American university
branding but serve primarily Chinese students
under CCP-monitored curricula. The House
Select Subcommittee on the CCP has published
two major reports detailing these joint




institutes and the pressure the subcommittee
has exerted on universities to close them: “CCP
on the Quad” in 2024 and “Joint Institutes,
Divided Loyalties” in 2025.'7 In its 2025
report, the House subcommittee listed the
following

universities which have yet to end their high-
Duke

University of Arizona, University of Delaware,

risk  joint institutes: University,
Drake University, University of Houston,
Kean University, University of Miami, New
of North

University,

York University, University
Northeastern  State
Portland State University, State University of
New York -
University.' The Chinese stakeholders in

Alabama,

Stony Brook, and Trine
these joint institutes are often engaged in Al
and semiconductor research, and with the
financial and technical support of American
universities, joint institutes present the optimal
environment for acquiring American tech
knowhow for use in China’s surveillance

apparatus.

Financial Gifts

Universities have also faced scrutiny for
accepting financial gifts and contracts from
Chinese entities. The most prominent example
1s Harvard University, which between 2010 and
2025, has accepted $560 million in gifts and
contracts from entities based in China and
Hong Kong—the most of any American
university. While many of these entities were
private donors and foundations, some were
affiliated with the Chinese government.'”
Section 117 of the Higher Education Act
requires universities to disclose certain foreign
gifts and contracts to the U.S. Department of
Education, and the House Select
Subcommittee on the CCP has alleged that
various universities, including Harvard, have
failed to report their gifts in compliance with

the Higher Education Act.'”

Research Collaborations and Open Access

The publication of research conducted in U.S.
m Al
surveillance, and semiconductor technology

and other Western universities

has contributed to China’s technological
knowledge base by being largely open-source
and open to collaboration with foreign
institutions, including Chinese universities and
research institutes.'”” Chinese researchers in
relevant fields who collaborate with American
labs have often either had pre-existing ties to
Chinese firms known to contribute to human
rights abuses in East Turkestan, or go on to
work at these firms later in their careers and
contribute the knowhow they acquired through
collaborative research.

Some notable individual examples include:
« Tang Xiao’ou and Wang Xiaogang,
cofounders of SenseTime, an Al facial
supply
equipment to officials in East Turkestan.
Both studied at MIT."”®
o Xi Zhou, the founder of AI company

recognition startup known to

CloudWalk, who partnered with his former
S. Huang at the
University of Illinois Urbana-Champaign
to jumpstart CloudWalk’s Al research.'”
CloudWalk has been listed by the Treasury
Department as one of the Chinese firms

professor Thomas

known to directly support the surveillance
of Uyghurs in East Turkestan.'®
« Zhu Long, the cofounder
another Al

company known to contribute to the

of Yitu
Technology, surveillance
genocide in East Turkestan.™ Zhu Long
studied at MIT and UCLA, and is a

technical leader for Yitu’s “Dragonfly

Eye” Al facial recognition algorithm.'®?
« Yitao Liao, founder of MassPhoton HK, a
semiconductor technology company, who

is managing the chip production line in the




Yuen Long Microelectronics Center in

Hong Kong.' He is a former U.S. Army

Research Laboratory collaborator and
researcher at Boston University. According
to a Jamestown report, the Chinese version
of MassPhoton HK’s website claimed that
they have a lab at Boston University,
possibly connected to Boston University’s
Wide Bandgap Semiconductor Laboratory,
led by Theodore Moustakas.'*

« Pu Shiliang, the former head of research
and development for Hikvision, who
coauthored multiple papers with U.S.
Army Research Laboratory researchers
between 2018 and 2020.'%

In an early but consequential case that did not
directly involve collaboration with Chinese
researchers,  Duke’s  Multi-Target-Multi-
Camera (MTMC) Dataset, published in 2016,
became a crucial training source for Uyghur
tracking algorithms as surveillance activity in
East Turkestan rapidly increased starting in
2017." Despite the presumed innocence of all
the researchers, this case provides an example
of how lack of discretion in publishing sensitive
technological knowhow for the general public
to access can have dire consequences for
human rights.




THE GLOBAL
EXPANSION OF
CHINA’S
SURVEILLANCE
TECHNOLOGIES

o O

While the U.S. plays a central role in the digital components, hardware, and
know-how underpinning China’s repressive surveillance system in Xinjiang,
this challenge extends well beyond the U.S. due to China’s export of
surveillance technologies. China is globalizing the surveillance blueprint
developed in Xinjiang through the Digital Silk Road (DSR), announced in
2015 as part of the country’s broader Belt and Road Initiative (BRI).""




CHINA’S DIGITAL SILK ROAD

China is shaping modern surveillance
landscape in numerous countries, focusing on
technology that governs all aspects of society.
Aid from China’s DSR spans a country’s
“telecommunication networks, artificial
intelligence capabilities, cloud computing, e-
and mobile

commerce payment

surveillance technology, [and] smart cities,”

systems,

effectively integrating recipient countries into
China's
expansive reach is dangerous, as it not only

technological  ecosystem.  This
strengthens China’s technological dominance
but also promotes a model of “state-led
capitalism and political illiberalism” enabled
by digital technology."™ To understand the
ongoing global threat posed by China
exporting surveillance technologies and its
techno-authoritarian model, it is necessary to
understand the scale and objectives driving
China’s global surveillance apparatus.

Safe Cities

Safe cities are a primary example of China
exporting the domestic surveillance blueprint
used to repress Uyghurs and other Turkic
minorities in Xinjiang on a global scale. The
concept is built upon smart cities, which utilize
sensors collecting real-time information from
thousands of interconnected devices to manage
municipal issues like traffic congestion and
sustainable energy.'” However, public safety,
which is achieved through daily surveillance
and policing, accelerated the shift from "smart
cities" to "safe cities." Under the guise of public
safety and crime prevention, safe cities deploy
surveillance technologies including tracking
devices and video cameras with facial
recognition tools to continuously monitor

populations and enable predictive policing.""

The core technologies used in safe cities to
conduct mass surveillance are tracking devices

and cameras that leverage biometric data. In
Zimbabwe, the government agreed to send
biometric data on millions of Zimbabweans to
the Chinese company Cloudwalk Technology
in the
recognition algorithms that work with different

“to assist development of facial
ethnicities.”"" This mirrors evidence involving
Chinese companies Huawei and Megvii that
were criticized for utilizing Uyghur biometric
data for predictive policing. Biometric data is
weaponized to develop facial recognition
algorithms and fed into databases run by
public security bureaus to detect "suspicious”
individuals based on ethnic features.'”

Fifth-generation (5G) telecommunication
networks are another key component enabling
and scaling Chinese surveillance technology.
Chinese 5G technology is the backbone of
smart cities, with individual private companies
facilitating its export.'”” Chinese 5G "deploys
Fifth-generation (5QG)

networks are another key component enabling

telecommunication

and scaling Chinese surveillance technology.
Chinese 5G technology is the backbone of
smart cities, with individual private companies
facilitating its export. Chinese 5G "deploys vast
networks of surveillance cameras and facial
rapid
reinforcing mass surveillance technologies that

recognition  software"  at scale,

mirror Xinjiang's repressive system.'”*

Where  China  Exports Its  Surveillance
Technologies
China prioritizes selling its surveillance

technology to developing countries in need of
expanding their digital infrastructure. There is
strong demand for inexpensive technology to
expand wireless phone networks and broaden
internet coverage in Africa, the Middle East,
parts of Eastern Europe, Latin America, and
Southeast Asia."” This demand is driven by
the
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world's infrastructure financing gap estimated
to reach $15 trillion by 2040, positioning DSR
investments as attractive opportunities in an
era of rapid technological transformation."*

The African continent is at the center of
adopting Chinese technology through strategic
partnerships developed under the DSR. In
2020, 41 out of 54 African countries officially
joined BRI, and 47 engaged with China's
In late 2024, the
Center for Strategic & International Studies

digital infrastructure."’

published a report detailing nine African
countries actively using safe city surveillance
technology." Furthermore, Huawei built 70%
of Africa's 4G network and will facilitate the
expansion of the continent's 5G network,
establishing a digital ecosystem dependent on
China."” In Africa and beyond, nondemocratic
governments are acquiring Chinese surveillance
technologies, enabling China to expand its
regional influence.

Why China's Surveillance Exports Threaten
U.S. Interests

China has strategically leveraged demand in
developing
technologies not primarily for profit, but to

countries  for  surveillance
advance its authoritarian agenda and establish
dominance in the global tech order. Through
the DSR, China equips vulnerable nations with
digital state infrastructure capable of
repression. When governments use technology
for illiberal governance, populations endure
propaganda,

political repression.”” Chinese technicians from

surveillance, censorship, and

Huawei have directly supported African
governments in spying on political opponents
by intercepting communications and using cell
data to track their locations. China plays an
active role in enabling recipient countries to
use surveillance technologies against political
opposition, including training them on how to

monitor and censor the internet in real time.>"!

The U.S. should be alarmed by China's support
for illiberal regimes because it strengthens

governments that oppose U.S. interests and
spreads digital repression globally. Countries
that establish alliances with China by
substantially  adopting  its
technologies are a geopolitical concern. China

surveillance

and the U.S. are competing for technological
dominance as the two largest economies in the
world, with China striving to outpace the U.S.
by achieving technological superiority and
on U.S.
surveillance-

reducing countries' dependence
Additionally,

enhanced regimes are less responsive to public

technology.*”

pressures and civil society, undermining U.S.
principles of democracy. The global trend of
democratic backsliding, now in its ninth year
of net decline, illustrates the urgency of
addressing China's exportation of its techno-
authoritarian model.*”
By building digital infrastructure across
numerous countries, China is effectively laying
the groundwork for long-term reliance on
China's
exports trap countries in its digital ecosystem,

Chinese technology. surveillance
making them vulnerable to security risks.
Through global exports, Chinese companies
are shaping technological standards that bind
recipient countries to China's digital ecosystem
and influence them to wuse surveillance
technologies for repression. China "provides
information  and
than  all

multilateral agencies and leading democracies

more financing for

communications  technology
combined do across [Africa]," highlighting the
failures of the U.S. and its allies to address the
erosion of democratic freedoms enabled by the
misuse of technology.”

The surveillance

technologies poses significant espionage and

export of  Chinese
data security risks directly affecting U.S.
national security. Safe city surveillance systems
powered by 5G collect vast amounts of
sensitive data about host countries, which is
vulnerable to backdoors and forced transfer to
China.
National Security Law (2015), require Chinese

Legal mandates, including China's




hand data
government if requested.*® Through this legal

companies to over to the
framework, China gains exclusive access to

sensitive information worldwide, enabling
intelligence collection that provides strategic

advantage over the U.S. and its allies.

Huawei Case Study
Huawei i1s the world's largest supplier of Al
surveillance technology used for public security

and illustrates how Chinese surveillance

threaten global security and
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technologies

human rights.”™ Surveillance systems Huawei
developed to oppress Uyghurs in Xinjiang are
now being globalized, endangering human
China's
technological dominance worldwide.* The

rights abroad and amplifying
company is the primary exporter of Chinese
surveillance technology and is behind two-
thirds

networks outside of China. Huawei is a pioneer

of the commercially launched 5G

in the safe city technology ecosystem, which
bridges "civil-commercial actors with the state

for data-driven governance."*®

Despite Huawei's denial that it would provide
the Chinese with
information collected by its

government sensitive
surveillance
technology, reports have documented the firm's

29 Huawei

backdoors and hijacking risks.
telecommunication gear was reported to be
likely than other

equipment to have flaws" that enable hackers
210

"far more companies'
to access their systems for malicious use.

Although Huawei claims its technology is

insulated from the Chinese government,
national security laws contradict this
statement, and further risks stem from

backdoors and system vulnerabilities that
In 2019, Czech
authorities identified Huawei as a potential

enable data exploitation.

national security risk, with Huawei employees

reported to  have collected sensitive
information on Czech government officials and
businesspeople, sharing the data with the
Chinese embassy through Huawei's central
database.’’’ Huawei's surveillance technology
has additionally resurfaced as a threat to the
Uyghur community abroad. An agreement
made in 2023 between the Taliban and Huawet
compromises the safety of approximately 3,000
Uyghurs living in Afghanistan, many of whom
fled religious persecution in China.** If
invasive surveillance technologies such as facial
recognition  cameras and  smartphone
monitoring software appear in the region,
Uyghurs would undeniably be targeted.””> The
reality that Uyghurs may be subjected to the
same repression beyond China's borders that
mirrors ongoing abuses in Xinjiang is an
illustrative warning of the human rights and

global security dangers facilitated by the

exportation of Chinese surveillance
technologies.
The Australian Strategic Policy Institute

(ASPI) Internal Cyber Policy Centre identifies
214 cases of Huawei's presence across the globe
in 5G relationships and smart city-public
security projects outside of China.*"* While the
U.S. and Europe have successfully banned
Huawei from Western surveillance systems,
target
economies.””> The U.S. has played an essential

Huawei continues to emerging
role in advancing China's technology used to
repress the Uyghurs through contributions to
digital components, hardware, and know-how.
Therefore, the U.S. 1is

addressing past harm and acting in the

responsible for

country's national security interest to curtail
the expansion of China's dystopian surveillance

technologies and digital-authoritarian model.




EXISTING
REGULATORY
FRAMEWORK

o O

US policymakers, at the urging of Uyghur activists and the broader
public, have taken concrete policy action to address US complicity in the
Uyghur genocide in the past. Before exploring recommendations on
improving the current policies, it will be helpful to examine the design and
weaknesses of this existing regulatory framework.




THE REGULATORY IMPERATIVE

Between 2019 and 2025, the United States
government has taken significant regulatory
measures to curb American complicity in the
Uyghur Genocide. Three key developments
have defined the overall trajectory. The first
development was in 2020 when Congress
passed the Uyghur Human Rights Policy Act
(UHRPA), which placed sanctions on Chinese
entities involved in the detention and
surveillance of ethnic Uyghurs.”'® The second
was in 2021, when Congress passed the Uyghur
Forced Labor Prevention Act (UFPLA), which
placed a near-total ban on imports from
Xinjiang on the grounds of widespread forced
labor.”’” And most recently, between 2022 and
2025, the Bureau of Industry and Security fired
off a range of export controls designed to
restrict China’s access to advanced computing

218 other

chips. Between these milestones,
mechanisms were introduced as part of the
U.S.’s broader China strategy. Executive Order
14032 targeted investment in the Chinese
military and surveillance sectors, while the
Entry List

surveillance firms like

expanded to include major
Dahua,

SenseTime, and Megvii.””® Taken together,

Hikvision,

these policies marked a major reversal, one
that ended decades of trade-friendly policies
that were willing to look the other way when it
came to China’s human rights record.

Yet, as noted throughout this report, American
companies continue to supply the hardware,
software, and technical knowledge that powers
China's surveillance ecosystem in Xinjiang.
Intel Xeon processors and NVIDIA GPUs still
power the 1JOP's predictive policing system.
Amazon and Microsoft still provide cloud

computing services to key players in China's
surveillance apparatus. American universities
and research institutions continue to
collaborate with Chinese tech companies
implicated in the genocide. This begs the
question: how is this widespread continued
complicity possible given the U.S.'s regulatory

countermeasures?

One possible answer is political insincerity.
Rather than trying to align the behavior of
U.S. companies with values of human rights
and democracy, perhaps the real goal of U.S.-
Uyghur policy was to engineer this perception
without disrupting the status quo. This cynical
interpretation  carries some  credibility,
especially in light of the aggressive lobbying
campaigns mounted by tech companies to

oppose restrictions.”’

However, attributing failures in the current
regulatory framework to political insincerity
Indeed,
indicators suggest that U.S. countermeasures

alone is problematic. multiple
toward the Uyghur genocide are founded in a
sincere desire to do the right thing. Policy
surrounding Uyghur human rights often
receives overwhelming bipartisan support. In
the case of the Uyghur Forced Labor
Prevention Act, the House passed it 428 to 1,
and the Senate passed it unanimously.”' This
broad support also applies to escalatory action.
Rather than stopping at low-level performative
condemnations, policymakers have proved
willing to escalate economic countermeasures
at real material cost. To cite one instance,
Nvidia stated that the 2025 H20 chip

restrictions cost them $5.5 billion in a recent




SEC filing.** Given that policymakers are
broadly willing to escalate beyond political
theater, lack of motivation does not appear to
be the main limiting factor at play. Rather, the
problem in the current U.S. approach lies in
how these good intentions are put into action.

More precisely, the core issue facilitating U.S.
technological complicity in the Uyghur
Genocide is an intent-implementation chasm.
U.S. regulations are not effective at curtailing
the offenses they aim to prevent. This emerges
from two key failures: coverage gaps and
systemic failures. In this context, coverage gaps
refer to the mismatch between regulated
behaviors and the behaviors actually
facilitating the genocide. Conversely, systemic
failures refer to the structural dynamics that
undermine enforcement even where regulations
theoretically apply. Fully understanding this
intent-implementation chasm requires tracing
how both of these failures work together to
undermine the current U.S. regulatory

framework.




COVERAGE PROBLEMS

The first category of policy failure is coverage
gaps. These arise because U.S. regulatory tools
are designed around flawed notions of how
supply chains facilitate human rights abuses. It
is assumed that complicity takes certain, well-
defined forms: importing goods manufactured
under abusive conditions, selling powerful
tools to bad actors, buying equity in shady
companies. There is no doubt these behaviors
require regulation. However, they fail to
capture the full range of mechanisms by which
complicity can occur in the 21st century. The
following three specific
mechanisms that lack sufficient regulation and

section examines

allow American technology, services, and

investments to slip through the cracks.

The Import Gap

When the Uyghur Forced Labor Prevention
passed in 2021, it represented
Congress’s most comprehensive effort to target

Act was

documented and widespread forced Ilabor
practices in Xinjiang.”® This was in part
because, for the first time, the burden of proof
regional Rather than
customs officials having to prove forced labor

was on exporters.
on a case-by-case basis, the UFLPA required
Chinese companies to demonstrate compliance
through “clear and convincing evidence.”**
This presumption meant that goods from
Xinjiang were denied entry into the U.S. by
default under Section 307 of the Tariff Act of
1930.** The UFPLA was broadly successful at
targeting the industries implicated in forced
labor practices across Xinjiang. The year after
the act’s introduction, exports from Xinjiang
plummeted from $201.5 million to $23.6
million as most companies failed to prove
compliance.”®

Still, it’s not clear to what extent the UFLPA
truly disrupted forced labor practices. It may
be because it’s somewhat early to judge the
act’s full impacts. However, there is reason to
suspect these import restrictions simply shifted
exports to other countries.””” In other words,
the practice has been redirected but not
eliminated per the UFLPA’s original intent.

While this suggests that U.S. import controls
would benefit from a more internationally-
coordinated approach, it also highlights a
coverage gap: current import restrictions focus
on the industries implicated in forced labor but
not the technology that makes these human
rights abuses possible in the first place. The
UFLPA targets the factory keeping Uyghur
detainees, but ignores the security camera
company behind the monitoring system.

This mismatch illustrates a broader problem
with the current approach to import-controls.
The UFLPA asks: “Was forced labor involved
in the making of this product?” However, a
more comprehensive approach would not only
ask whether a company used forced labor but
also how material they are to forced labor
practices elsewhere. When framed like this, it
becomes clear that Chinese surveillance tech
companies are equally if not more central to
the system of forced labor in Xinjiang. This is
particularly evident given the comprehensive
role of technology in the genocide outlined in
this report. As such, the lack of import controls
on the Chinese companies producing facial
recognition systems, surveillance cameras, and
data collection infrastructure is a critical
coverage gap. One that not only enables
complicity but also undermines the intent it

was built to serve.




The Cloud Computing Gap

When advanced chip and export restrictions
were introduced and expanded between 2022
and 2025, it was framed as similarly game-
changing restrictions on Chinese access to
superior U.S. computing power. Introduced by
the Bureau of Industry and Security (BIS), the
first round of controls in 2022 banned exports
of Nvidia’s most advanced AI chips to
China.”® When Nvidia developed the slightly
slower A800 and H800 chips as a way to
circumvent the export restrictions, the
regulators followed suit and tightened the
controls to cover these too.”” These controls
were primarily justified on a national security
basis; without these chips, it was assumed that
China would have less computing capacity to
train Al for military applications.”’ However,
these export controls also carried important
implications for Uyghur rights since Xinjiang’s
IJOP depends on similar large-scale computing
operations.

These chip controls identified a valid problem,
yet the solution they offered was insufficient.
The regulatory focus on physical hardware
exports ignored an alternative means of

accessing U.S. computing power: cloud
computing services, essentially Chinese entities
to rent compute time on the exact chips banned
from physical export. However, beyond the
immediate ineffectiveness of these restrictions,
their flawed implementation goes to show that
the cloud computing gap is as much a coverage

problem as it is the result of a larger structural

problem.

It has been generally noted that policymakers
often prefer to follow an incrementalist logic
when introducing regulations.””' Rather than
pursue an all-at-once comprehensive approach,
they implement successive, marginal tweaks to
existing policy in a process like the chip export
restrictions and adjustments between 2022 and
2025. However, this process of blocking the
most obvious pathway first and then waiting
for later adjustments was precisely why these
chip controls failed on both fronts. Not only
did U.S. semiconductor manufacturers absorb
billions in losses to Chinese companies, but
Chinese surveillance entities were also able to
access computing capabilities unimpeded.




SYSTEMIC FAILURES

The second category of policy failures is
Whereas coverage gaps
describe deficiencies in the current regulatory

systemic failures.

framework, systemic failures exist independent
of specific legislation. These arise from
problems inherent to policy creation and
enforcement and, as such, are significantly
harder to address when aligning intent with
implementation.

The Identification Problem

The Entity List is the primary mechanism by
which the United States prevents its technology
from reaching actors involved in human rights
abuses. Since creating the list in 1997, the
Bureau of Industry and Security has been
responsible  for identifying  companies,

institutions, individuals, and government
organizations that are at risk of posing a threat
security interests.””> Notably,

human rights violations were not initially part

to national

of the criteria for Entity List designation yet
were eventually included as the concept of
“national

security” expanded beyond its

original meaning.*”

However, identifying human rights violators
using the same system to identify and national
security threats is intuitively problematic. In
order for an entity to credibly challenge U.S.
national security, it has to be large, centralized,
and organized enough to pose a material
threat. By contrast, human rights abuses can be
carried out by a far more diffuse set of actors
who lack the visibility needed for Entity List
designation. This is why sanctions targeting the
Uyghur genocide are difficult to implement:
the number of firms that assist China’s
vast and

surveillance  capabilities  is

continuously growing. In 2023 alone, for

instance, China registered 32.73 million new
businesses.” As such, the Entity List tends to
concentrate on the most high-profile offenders
such as HikVision and Dahua while leaving
intact the broader network of small
subcontractors, data processors, equipment
suppliers, and software providers, all of which
sustain the Uyghur Genocide.

The International Coordination Problem

Furthermore, even when U.S. authorities do
successfully identify and designate human
rights abusers, unilateral controls are
inherently limited. When considering the
effects of semiconductor export controls, for
example, it’s important to recognize that much
of the supply chain is outside of U.S.
jurisdiction. A single firm in the Netherlands is
the sole global supplier of the extreme
ultraviolet lithography machines required to
manufacture  semiconductors.”  Similarly,
Japanese

components of the

firms  dominate  other  key

semiconductor

such as coating
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manufacturing process,
systems, silicon wafers, and photoresists.
Unilaterally adopting a slate of export controls
on US semiconductors would thus only affect a
single step in China’s chip supply chain-one
that could more easily and quickly be replaced.

While multilateral action is ideal in theory,

coordinating an international economic
response to China poses its own difficulties. A
common line heard among government
officials while conducting field research in
Turkey was that their policy options were
constrained by the threat of economic
This economic

disproportionately felt by

retaliation. retaliation is

smaller, trade-

dependent economies such as Turkey.




RECOMMENDATIONS
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The mass surveillance of Uyghurs is enabled by a global ecosystem of
technology and capital. Systems such as the IJOP depend on advanced
semiconductors, cloud computing, foreign investment, and international
corporate partnerships. To meaningfully disrupt this architecture, CFU
should pursue a coordinated advocacy strategy aimed at raising the
economic, legal, and reputational costs of enabling digital repression. The
following recommendations focus on leveraging existing U.S. legal
authorities, shaping emerging technology governance, and mobilizing
allied governments, investors, and corporations to prevent their resources
from facilitating what has been widely recognized as crimes against
humanity.




EXPAND EXPORT CONTROLS

ON SURVEILLANCE AND DUAL-USE TECHNOLOGIES

CFU should advocate for comprehensive export controls on surveillance and dual-use technologies
that enable mass repression in East Turkestan. While the United States currently restricts exports of
low-technology policing equipment to Chinese security forces, high-impact technologies, such as
surveillance software, cameras, biometric systems, data-integration platforms, and Al surveillance
models, remain largely unrestricted. This creates a significant loophole that allows American
technology to power China's genocide against the Uyghurs.

Expand Export Controls to Include Mass Surveillance Technologies

« Advocate for legislation that adds mass surveillance as explicit statutory grounds for export
controls under the Export Administration Regulations (EAR). This would parallel existing
export control categories such as weapons of mass destruction and military applications.

Push for controls on specific surveillance technologies including facial recognition systems, voice
recognition software, gait analysis tools, predictive policing algorithms, biometric collection
devices, and data integration platforms designed for mass monitoring.

Emphasize that treating surveillance technologies as inherently high-risk when exported to
authoritarian security services is consistent with existing EAR provisions that consider end-use
and end-users in export licensing decisions.

Restore and Strengthen Bans on Advanced Al Chips

Call for restoration of comprehensive bans on advanced Al chips (including H20-class, H200-
class chips, and emerging successors) that are capable of powering large-scale surveillance
models.”” These chips directly enable systems such as IJOP by powering predictive policing,
facial recognition, and biometric analysis.

Advocate for stricter corporate liability regimes for chip manufacturers whose products are
diverted to surveillance or repression, modeled on the liability standards applied to arms
exporters. This could include mandatory end-use reporting requirements and penalties for failure
to provide such reports to the government.

Support the development of technical controls embedded in advanced chips (such as location
tracking or usage monitoring) that would allow authorities to detect when chips are being used
by prohibited actors.




Improve Tracking and End-Use Verification Systems

« Push for enhanced BIS reporting standards that require manufacturers and distributors to track

and report sales and movements of advanced and dual use technologies, including reporting on
downstream distributors and known resellers.
Support legislation imposing stricter end-use monitoring standards on chip and surveillance
technology manufacturers, modeled after existing regulations for arms dealers under the
International Traffic in Arms Regulations (ITAR), requiring ongoing due diligence practice even
after an initial sale.”




STRENGTHEN ENFORCEMENT
FOR CONTROL VIOLATIONS

Current export controls and sanctions lack robust enforcement mechanisms. CFU should advocate
for creating dedicated oversight structures that can identify violations, track technology flows, and
ensure accountability for companies that enable the Uyghur genocide.

Strengthen Governmental Oversight and Investigation

« Advocate for the Congressional-Executive Commission on China (CECC) to use its existing
oversight authority more robustly by conducting hearings specifically focused on U.S.
technological complicity in the Uyghur genocide, calling witnesses from implicated companies
and regulatory agencies.

Push for the Department of Commerce BIS and the Securities and Exchange Commission (SEC)
to conduct investigations into whether U.S. companies are complying with restrictions of:
o BIS End-Use List*™”
o OFAC Sanctions Lists**
o Executive Order 14032 (Chinese Military-Industrial Complex companies)™*’
Support legislation that would require these investigations to be conducted systematically rather

than in response to specific complaints for proactive enforcement.

Enhance Penalties and Enforcement

Advocate for consistent enforcement of existing penalty structures. Current BIS regulation
allows penalties of $374,474 or twice the transaction value, whichever is greater, per violations of
the Export Administration Regulations.** However, actual penalties often fall far short of this
maximum, creating inadequate deterrence.

Push for mandatory minimum penalties that represent a substantial percentage of transaction
value to ensure violations are economically disadvantageous rather than mere cost-of-business
calculations.

Support corporate accountability measures that would make executives personally liable for
knowingly facilitating technology transfers that enable human rights abuses.




CLOSE THE CLOUD
COMPUTING LOOPHOLE

CFU should pursue a three-pronged strategy to stop the use of cloud computing services by Uyghur
genocide-linked Chinese firms and entities.

Lobby Congress to Pass New Legislative Tools

Advocate for passage of H.R. 2683, the Remote Access Security Act, which addresses critical
weaknesses in the Export Control Reform Act by requiring the administration to treat remote
access to export-controlled technologies as equivalent to a physical export. This legislation has
been introduced multiple times with bipartisan support but has faced significant lobbying
opposition from the tech industry.*”

Develop a naming-and-shaming campaign targeting companies that lobby against this
legislation, making sure to emphasize their role in enabling access to technologies used in
genocide.

Engage with lawmakers to understand industry objections and identify potential compromise
modifications that maintain the legislation's core protections while addressing legitimate business
concerns.

Emphasize that treating cloud services as exports is only effective when paired with
comprehensive export controls on surveillance technologies and their supporting services (such as
training datasets for facial recognition models).

Lobby Executive Branch to Use Existing Authority

Advocate for the President to use existing authority under the Export Control Reform Act
(ECRA) of 2018 to restrict cloud computing services for "national security" or "foreign policy
purposes." The Uyghur Human Rights Policy Act provides additional statutory authority for
sanctioning entities linked to surveillance and abuses in East Turkestan.**

Point to the rescinded Biden-era Al Diffusion Framework as evidence that the executive branch
has interpreted its authority as extending to cloud computing services under certain
circumstances.

Push for implementation of existing but unused ECRA authority to restrict U.S. persons from
offering cloud services "in support of foreign military, security, or intelligence services."

Note that executive authority to restrict cloud compute access remains somewhat limited without
the Remote Access Security Act, particularly for services operated from data centers located in
China.




Develop Corporate Advocacy Strategy

« Build a campaign to pressure major cloud service providers (Amazon Web Services, Microsoft
Azure, Google Cloud) to voluntarily adopt policies prohibiting their services from supporting
mass surveillance activities.

« Mobilize public and investor pressure by raising awareness of cloud providers' documented role
in enabling Chinese surveillance infrastructure in East Turkestan.

« This corporate advocacy strategy may also help limit industry opposition to legislative and
executive actions described above.




DEVELOP AND PROMOTE
CORPORATE ACCOUNTABILITY

Beyond governmental regulation, CFU should work to create market-based accountability

mechanisms that increase reputational and financial costs for companies complicit in surveillance
technologies used against Uyghurs.

Establish a 'Uyghur Tech Accountability Benchmark'’

Partner with technology ethics organizations (such as the Distributed Al Research Institute or
similar groups) to create a regularly updated public scorecard rating U.S. and allied companies
on:

o Whether they audit their supply chains for surveillance technology misuse

o Whether they have divested from surveillance-linked Chinese partners

o Whether their venture capital arms fund Chinese Al or surveillance startups

o Whether they provide cloud computing or other services to entities on sanctions lists

o Transparency in disclosing Chinese partnerships and technology transfers
Use this to inform investors, consumers, and policymakers about which companies are taking
meaningful steps to prevent their technologies from enabling genocide.

Partner With Investment Due Diligence Organizations

. Collaborate with organizations that specialize in investment risk assessment (such as the

Heartland Initiative) to produce comprehensive risk reports demonstrating that investments in
companies with MSS surveillance ties represent significant financial, legal, and reputational risks
due to potential sanctions, litigation, and reputational damage.
Work with organizations including the Responsible Asset Allocator Initiative at New America,
RFK Compass Investors, Ethical Investment Research Services (EIRIS), and the Corporate
Human Rights Benchmark (CHRB) to integrate Uyghur human rights considerations into
Environmental, Social, and Governance (ESG) investment frameworks.

Create Divestment Incentives

« Advocate for federal legislation creating tax incentives that would allow investors to offset
capital losses incurred from divesting from sanctioned or high-risk Chinese firms. This could be
modeled after existing tax provisions that allow for capital loss deductions under the Internal
Revenue Code Section 165’s existing capital loss deduction framework, but would provide
enhanced deductions specifically for losses resulting from compliance with sanctions or
divestment from human-rights-abusing entities.**




« Support creation of a public disclosure regime where compliant institutions earn certification as
'No Exposure to PRC Surveillance Programs,' providing reputational benefits and potential
preferential treatment in government contracting.

Engage Frontier Al Companies on Operational Safeguards

« Advocate for companies developing advanced Al systems (such as OpenAl, Anthropic, Google
DeepMind, and others) to build explicit, China-specific operational safeguards into their models
to prevent misuse by PRC-linked entities.

« Specific recommended safeguards include:

o Internal red-teaming exercises simulating state-actor attacks from PRC-linked groups,
modeled after existing red-teaming practices used for cybersecurity, misinformation, and bias
testing

o Enhanced geofencing and account verification for users in high-risk jurisdictions or for
accounts that appear to be proxying for Chinese entities

o Automated detection and blocking of queries related to developing or enhancing surveillance
systems targeting Uyghurs

o Transparency reporting on detected attempts to use Al systems for developing repressive
technologies




STRENGTHEN INTERNATIONAL
COORDINATION

Unilateral U.S. action, while necessary, is alone insufficient to prevent China from accessing

surveillance technologies. CFU should advocate for coordinated international approaches that close
loopholes created by supply chain fragmentation across multiple jurisdictions.

Expand Allied Awareness and Coordination

« Advocate for the State Department to use diplomatic channels to ensure U.S. allies fully
understand how specific Chinese surveillance technologies contribute to genocide in East
Turkestan, and encourage them to adopt parallel export restrictions. Target key allies whose
cooperation is essential:

o Netherlands (ASML's extreme ultraviolet lithography machines are essential for advanced

chip manufacturing)

o Japan (dominates coating systems, silicon wafers, and photoresists for chip manufacturing)

o South Korea and Taiwan (advanced chip manufacturing through Samsung and TSMC)

o European nations supplying surveillance components (France, Germany, UK)
Push for creation of a 'Uyghur Human Rights Technology List' by the U.S.-China Economic and
Security Review Commission; a publicly released registry naming companies whose technologies
enable mass detention, digital monitoring, or coercive data collection in East Turkestan. This list
should be:

o Distributed to U.S. allies through diplomatic channels with requests for parallel action

o Updated based on new evidence

o Made available to CFU for advocacy campaigns

Develop Multilateral Export Control Regime

« Advocate for expansion of the Wassenaar Arrangement (the multilateral export control regime
for conventional arms and dual-use goods) to comprehensively cover surveillance technologies
and mass monitoring systems.

Push for a new category within Wassenaar specifically addressing '"Technologies for Mass
Surveillance and Human Rights Violations' that would include:

o Facial and biometric recognition systems

o Predictive policing algorithms and platforms

o Mass data integration and analysis systems

o Network surveillance equipment designed for comprehensive population monitoring




ADDRESS IP AND KNOWLEDGE
TRANSFER VULNERABILITIES

China's surveillance capabilities depend not only on physical technology but also on knowledge,
intellectual property, and research collaborations. CFU should advocate for policies that address
these less tangible but equally important vectors of technology transfer.

Establish Patent Review Mechanism for Joint Venture Risk Assessment

« Advocate for mandatory review of patents related to sensitive technologies (Al, semiconductors,
biometrics, networking) before companies can enter joint ventures with Chinese companies in
these sectors. The mechanism of review should assess whether patented technologies could
contribute to surveillance, military, or intelligence applications if transferred to Chinese partners.

Address University Research Vulnerabilities

Advocate for stronger enforcement of Section 117 of the Higher Education Act, which requires
universities to disclose foreign gifts and contracts.
Push for universities with joint institutes in China to:

o Implement strict firewalls preventing sensitive research knowledge from being shared with

Chinese partner institutions

o Conduct regular security reviews of collaborative research projects
Support development of responsible publication guidelines for sensitive research areas, ensuring
that open-source publication in areas such as Al surveillance capabilities, biometric algorithms,
and semiconductor design includes consideration of potential misuse for human rights violations.
CFU should educate university technology research labs on the technogenocide of the Uyghurs.




EXPAND SANCTIONS TARGETING
THE 1JOP

The IJOP represents the technological heart of China's genocide against Uyghurs. While the U.S. has
sanctioned many companies involved in surveillance in East Turkestan, key entities that directly
supply and maintain the IJOP system remain unsanctioned. CFU should advocate for comprehensive
targeting of these entities and the broader IJOP supply chain.

Block All Imports from IJOP-Linked Entities

« Advocate for legislation expanding the Uyghur Forced Labor Prevention Act model to focus on
IJOP related technology, blocking imports from any company that supplies technology, data, or
services to the IJOP system.

« Develop CFU materials for American consumers educating on the IJOP and how to mitigate
their consumption of related products.

Target Key Personnel

. Advocate for individual sanctions (visa restrictions, asset freezes) targeting executives and key
technical personnel at IJOP-linked companies, including:
o Senior executives at CETC, Xinjiang Lianhai, and HBFEC
o Technical leads responsible for IJOP system design and maintenance
o Government officials who oversee [JOP implementation and data analysis
« These individual sanctions would be beneficial by creating personal accountability, incentivizing

individuals to leave problematic companies, and demonstrating that enablers of genocide will
face personal consequences.




STRENGTHEN FINANCIAL
MARKET ACCOUNTABILITY

U.S. capital markets continue to channel investment into Chinese companies that enable the Uyghur

genocide. CFU should advocate for Securities and Exchange Commission (SEC) reforms that
prevent U.S. financial markets from supporting surveillance technologies and human rights abuses.

Reform Foreign Private Issuer Registration Standards

« Advocate for the SEC to condition foreign private issuer (FPI) registration on demonstrated
compliance with U.S. human rights, sanctions, and national security standards. Specifically:

o Foreign investment advisers should be denied or have registration revoked if they hold equity
in: companies sanctioned for human rights abuses in East Turkestan, companies providing
support to PRC security services, companies engaged in cyber-espionage operations, or
companies developing or deploying technologies enabling repression of Uyghurs.

o Registered firms should be required to divest from high-risk holdings or undergo enhanced
due-diligence reviews before maintaining SEC registration.

« This approach leverages the value of SEC registration (which grants access to U.S. investors and
capital markets) as a mechanism to prevent U.S. financial markets from indirectly supporting the
genocide

Mandate Human Rights Due Diligence in Investment Guidance

« Advocate for the SEC to provide formal guidance requiring investors to conduct human rights
due diligence on their portfolios, including examination of investee companies' supply chains for
risks related to Environmental, Social, and Governance (ESG) factors.

« Push for mandatory disclosure requirements where investment firms must report:

o Extent of portfolio exposure to companies on sanctions lists
o Results of human rights due diligence assessments
o Steps taken to address identified risks




BUILD COALITION OF TNR
VICTIMS

Chinese surveillance technologies developed for use against Uyghurs are being exported globally,

creating a common cause among multiple communities suffering under Chinese-enabled repression.
CFU should build coalitions with other affected communities to broaden advocacy impact and raise
awareness of shared threats.

Identify Coalition Partners

« Build partnerships with advocacy organizations representing communities victimized by Chinese
surveillance technology exports, including:

Tibetan advocacy groups (Chinese surveillance systems deployed in Tibet)
247

246

Hong Kong democracy advocates (extensive surveillance infrastructure)
Iranian democracy and human rights organizations (Iran has imported Chinese surveillance
technologies)™*®

Pro-democracy civil society organizations in countries with Chinese 'safe cities' (Zimbabwe,
Kenya, Uganda, etc.)*"

Develop Shared Advocacy Strategy

« Create a unified advocacy framework emphasizing that Chinese surveillance technologies:
o Were developed and perfected through genocide against Uyghurs
o Are now being exported globally to enable repression of diverse populations
o Represent a transnational threat to democracy and human rights
o Require coordinated international action to prevent further proliferation
« Develop joint policy positions on:
o Export controls on surveillance technologies
o Sanctions on Chinese surveillance companies
o Restrictions on Western companies enabling surveillance exports
o International accountability mechanisms
« Organize joint advocacy campaigns including:
o Coordinated Congressional testimony from multiple affected communities
o Multinational petitions and open letters to governments and companies
o Joint reports documenting Chinese surveillance technology proliferation
o Coordinated media campaigns highlighting the global scope of Chinese surveillance exports




CONCLUSION

These nine recommendations provide CFU with a comprehensive advocacy roadmap addressing
the full ecosystem that enables the surveillance state in East Turkestan. Implementing these
recommendations will require sustained advocacy directed at Congress, executive branch
agencies, regulatory bodies, corporations, investors, allied governments, universities, and
international institutions. CFU should pursue these recommendations as components of an
integrated strategy that raises costs for technological complicity at every point in the supply
chain. Most critically, these recommendations recognize that preventing future genocides
enabled by emerging technologies requires action now, while there remains opportunity to shape
the governance frameworks that will determine how artificial intelligence, biometric systems,
and mass data analysis are deployed globally. The surveillance capabilities developed against
Uyghurs represent a model that authoritarian regimes worldwide seek to replicate. By
systematically dismantling the technological, financial, and knowledge infrastructure that
supports China’s technogenocide, the United States and its allies can not only help protect
Uyghurs but also prevent the proliferation of these capabilities to enable repression of other
populations. This is the urgent imperative that must guide Campaign for Uyghurs’ advocacy
efforts in the years ahead.
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